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Cybersecurity  Incident  Response  Trainee
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Description

A HRB Solutions encontra-se em Processo de Recrutamento para empresa
multinacional, lider na area da biotecnologia aplicada a area farmacéutica. No
seguimento da sua estratégia de consolidagdo e crescimento, o nosso Cliente
pretende recrutar um Trainee de Cybersecurity e Incident Response para a
Industria Bio Farmacéutica.

HRB Solutions is currently hiring for a multinational company that specializes in
biotechnology applied to the pharmaceutical area. Following its consolidation and
growth, our Client is searching for a Cybersecurity Incident Response
Trainee for the Biopharmaceutical Industry.

Responsibilities

O candidato selecionado ira contribuir para a analise que previne o nosso Cliente a
defender-se contra as ameacas cibernéticas em constante evolugdo. Entre as
principais fungées a realizar, destacam-se:

¢ Colaborar com os diferentes departamentos de Cybersecurity do Cliente
com o intuito de analisar e identificar variados artefactos, aprendendo sobre
0 processo de resposta a incidentes;

e Investigar, analisar e responder a diferentes incidentes cibernéticos;

¢ Analisar dados recolhidos através de diferentes ferramentas de controlo de
seguranga (ex: firewalls);

¢ Conduzir diferentes pesquisas e analises a diferentes conjuntos de dados;

¢ Capacidade de executar pesquisas Open-Source referentes a possiveis
ameagas ao nosso Cliente, assim como a Indicadores de
Comprometimento (loC);

¢ Manter-se atualizado relativamente as Ultimas tendéncias de Cybersecurity,
partilhando-as com o resto da equipa.

The appointed candidate will contribute to the analysis that helps our Client to
defend against ever-evolving cyber threats. The responsabilities include:

e Work with all cybersecurity departments to analyze multiple artifacts to learn
the Incident Response process.

e Investigate, analyze, and respond to cyber incidents within the environment
or enclave.

¢ Use data collected from a variety of cyber defense tools (e.g., IDS alerts,
firewalls, network traffic logs), and host analysis.

¢ Analyze events that occur within our environments for the purposes of
mitigating threats.

¢ Conduct research, analysis, and correlation across a wide variety of all
source data sets

* Proactively search for Behaviors of Compromise and Enablers of
Compromise throughout our Client’s tools/data sets and enterprise.

* Ability to conduct Open-Source research regarding threats to our enterprise,
and Indicators Of Compromise (IOC) of an event.
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Stay updated on the latest cybersecurity trends and share insights with the
team.

Qualifications

Licenciado na area de Engenharia Informatica, Tecnologias Digitais e
Seguranca, Tecnologias de Informagéo ou area relevante para a fungéo;
Fluéncia em inglés, oral e escrita (obrigatério);

Forte interesse pela area de Cybersecurity;

Conhecimentos com controlos de seguranga (ex: firewalls, anti-malware,
controlo de seguranga, criptografia de dados, etc.);

Experiéncia com linguagens de programagéo (ex: Python, JavaScript,
Outsystems, etc.);

Atencao ao detalhe, rigor e a priorizagéo de tarefas;

Excelentes capacidades de comunicagao, organiza¢ao e responsabilidade;
Fortes competéncias a nivel de analise, resolugdo de problemas e de
relacionamento interpessoal.

University Degree in Computer Science, Cybersecurity, Information
Technology or related majors;

Fluency in English, oral and written (mandatory);

Strong interest in Cybersecurity;

Broad knowledge of the workings of security-related controls (e.g. firewalls,
anti-malware, security monitoring or data encryption);

Familiarity with programming languages (e.g. Python, JavaScript,
Outsystems, etc.);

Strong skills in terms of analysis, attention to detail, problem solving and
prioritization of tasks;

Excellent oral/written communication skills, organization and responsibility;
Self-motivated, able to work independently, curious, and willing to learn.

Job Benefits

Regime de trabalho flexivel, com possibilidade de trabalho remoto pontual;
Formacéo e perspetivas de evolugdo e progressao de carreira;

Ambiente de trabalho jovem e dinamico;

Integracdo numa multinacional em constante crescimento;

Inicio com Estagio Profissional IEFP, com perspetiva de Progressao de
Carreira.

Flexible work regime, with the possibility of occasional remote work;
Acess to training and prospects for career evolution and progression;
Passionate and dynamic work environment;

Be part of a constantly growing multinational;

Career progression plan, starting with a Professional IEFP Internship (9
months).
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